SUPCON

Windows Server 2022

Standard

Operating System

Installation Guide

ZHEJIANG SUPCON TECHNOLOGY CO., LTD.



Notices

® The reproduction, transmission or use of this document or its contents is not permitted without express
written authority.

® Information and specifications in this document are subject to change without notice.

® While information in this document is well edited and checked, mistake or omission may exist. Please
don’t hesitate to contact SUPCON if you have any question about this document.

® Please contact SUPCON via email "SMS@supcon.com" if you have any question.

Trademarks

Trademarks or marks SUPCON, SPlant, Webfield, ESP-iSYS, MultiF, InScan, SupField are all registered,
registering or using by Zhejiang SUPCON Technology Co., Ltd., which owns the properties of all trademarks or
marks above. Without the written authority from Zhejiang SUPCON Technology Co., Ltd, no individual or
company shall use any trademarks or marks above. We reserve the right to take legal action for any individual or
company using trademarks or marks above illegally.

Symbol Definition
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Windows Server 2022 Operating System Installation Guide

Windows Server 2022 Standard

ﬁ Attentions:
)

This guideline is only applicable to closed network node operating system.
® Before installation, please read relevant user manual and observe safety notices.

® Please refer to the computer user manual for specific instructions or log on the
website of the computer supplier to obtain relevant information.

Section 1 Flow for Installation of Windows 2022

The operation system is named Windows Server 2022 in this guide; the flow for installation is
shown in Figure 1-1.

Installation of Windows Serer 2022 I

Create logic partitions for hard disk

i
Install drives
e
I TR

system oprimization and properties settings

Check

Figure 1-1 Flow for installation of Windows
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Section 2 Installation of Windows 2022

Applicable operating system of this guide is Windows Server 2022 Standard-English-64Bit OS, the
installation steps are as follows.

1.

Boot up the PC with the installation disk of Windows Server 2022.

Boot up the PC and set disc as boot disc. Insert the installation disk of Windows Server
2022 into CD-ROM, and then enter into the Windows Server 2022 setting interface.
Choose the installation language.

® Language to install: English(United States)

® Time and currency format: English(United States)

® Keyboard or input method: US

Activation of operation system.

If you have product key, input the key in pop-up interface to finish the activation of

operation system.

Choose installation operation system.

Windows Server 2022 Standard (Desktop Experience).
Accept the license terms.

Choose installation mode.

Select “Custom: Install Microsoft Server Operating System Only (advanced)”.
Create system disk partition.

Click delete on disk partition interface to delete all the original system disk partition on
disk partition interface.

Click Driver options (advanced), select the disk partition then click New on disk partition
interface to create a new system disk partition of 100G, the conditions of other system
disk partition are shown in Table 3-1.

Then it starts to install Windows Server 2022 up to end.
Set password of system administrator.
Atfter installing Windows Server 2022 operation system, the system will pop up the dialog

box of custom settings, in which you can set password of Administrator account and get

the tip “Your password has been changed successfully”. Then, you can enter Windows
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Server 2022 operation system. The password should contain a mix of uppercase and
lowercase letters, along with at least one number, otherwise the operation of changing

password will be failed.

Change the name of computer.

After opening operation system, please select [Start\ Control Panel\ System and Security\
System] and click “Rename this PC (advanced)” in the “Related setting” interface to open
the interface of system property.

Click “Change” in the tab “Computer Name” to pop up the interface shown as Figure 2-1
and input “DATASERVER” as computer name. The click “OK” and restart the computer

according to the tip information.

Computer Mame/Domain Changes >
fou can change the name and the membership of this

computer. Changes might affect access to network resources.

Computer name:
DATASERVER

Full computer name:
DATASERVER

Member of
() Domain:

(®) Worgroup:
WORKGROUP

QK Cancel

Figure 2-1 Computer name
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Section 3 Create Logic Partitions for Hard Disk

Select [Start \ Windows Administrative Tools \ Computer Management] and Computer
Management interface will pop up, in which click Disk Management below Storage, and then the
condition of system disk partition will be shown in the right column.

Firstly, change CD-ROM to Disk G. Secondly, then select right-click menu “New Simple Volume...’
at the unallocated disk to divide the disk into disk D, disk E and disk F. Partition standards are as
follows.

Table 3-1 List of disk partitions

Hard disk Disk Local Disk C Local Disk D Local Disk E Local Disk F Local Disk
space icon (system disk) | (data disk) (backup disk) | (own disk) G
Format NTFS NTFS NTFS NTFS
2160G CD-ROM
Capacity | 102400MB The rest 20480MB 20480MB

Application guideline of each partition is as follows:

® Operating system and Supervision software are to be installed on Disk C.
® Disk D is to be used to store supervision running data.

® Disk E is to be used to backup setup programs, engineering configurations and
drivers .etc.

® Disk F is to be used to store process database file (history trend, alarm record, report etc.)
which is created by supervision software or other working files.

Tips:

® |f you want to re-install the operation system, you just need to format Disk C directly
and it is no necessary for logic partitions for hard disk over again.

® If the overall hard disk has rich spare capacity, the capacity of C disk could be
expanded at discretion.
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Section 4 Install Drivers

Installation

In the light of host configuration, run the main board driver disc and the integrated components
driver disc provided by the host manufacturer, and install every component following hints of
installation wizard. Restart computer after finishing installation.

However, if you don’t know which drivers should be installed by referencing the wizard, please
select [Start\ Windows Administrative Tools\ Computer Management] and open the Device
Manager in Computer Management interface, it is shown as Figure 4-1, in which those
components without finding drive (marked with a yellow interrogation mark or exclamation mark)
need to be installed.

A Cornputer Managernent = O *

Eile  Action  Wiew Help
o= HE HE =

A Computer Management (Local | v & DATASERVER Actions
v [[’___!- I_"?._g,l-'stem Tools % Batteries e T g N
(L) Task Scheduler [ Computer
14| Event Wiewer o Disk drives Mare Actions ’
| Shared Folders & Display adapters
P Local Users and Groups - OWD/CD-ROR drives
() Performance oz Floppy disk drives
:.j.: Device Manager - Floppy drive controllers
=0 Storage iy Hurnan Interface Dewvices
T services and Applications == |DE ATASATAR| controllers

@ kice and other pointing devices
[ Manitors
I Metwork adapters
v BY Other devices
Bil Base Systemn Device
H Portable Devices
= Print queues
[ Processors
&y Storage controllers
3 Systemn devices
i Universal Serial Bus controllers

Figure 4-1 Device Manager Interface
Backup

Backup the corresponding drivers to disk E.
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Check

There should be no item marked with yellow interrogation mark or exclamation mark in interface
Device manager after finishing the installation successfully.
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Section 5 System  Optimization and Properties

Settings

ﬂ Attention:

The properties which are not mentioned remain default.

This chapter introduces how to set user accounts, display properties, taskbar and start menu, time,
language, system properties, firewall, services, network properties and so on.

5.1 User Accounts Settings

5.1.1 Change Password Policy

1. Select [Start\ Windows Administrative Tools\ Local Security Policy] to open the interface
of “Local Security Policy”, as shown in Figure 5-1.

T Local Security Palicy = O X
File  Action  View Help

e | nFEXE B

51‘_:_'| Security Settings Palicy Security Setting
v g .&Fc;unt po!cl':sl_ | Enfarce passward history 0 passwords remembered
g Fasmwara Folicy. | Maxirnurn password age 42 days
a Account Lockout Policy .
E - | Minimurn password age 0 days
4 Local Policies Mini d lenath 0 charach
| Windows Defender Firewall with Adwvanced Security = ?n!mum passwordieng . - arac. =
B Network List Manager Policies Minirmur password length audit Mot Defined
| Public Key Palicies = 0 'd rru.r_-'.t reet cornplex rn:{uirernent:: Enahlr:d
9 Software Restriction Palicies 124 Relax minimurm passward length limits Mot Defined
9 application Cortrol Palicies | Store passwords using reversible encryption Disabled

g IP Security Policies on Local Computer
| Advanced Audit Palicy Canfiguration

Figure 5-1 Local security policy interface

2. Click “Password Policy” below “Account Policies” and double-click “Password must meet
complexity requirements” on the right side of the interface to pop up the interface as
shown in Figure 5-2. Select “Disabled” in the tab “Local Security Setting”, then click
“Apply” and “OK”.
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Password must meet complexity requirements Properties ? >
Local Security Setting  Explain

j. Password must meet complexdty requirements

() Enabled

Cancel Aply

Figure 5-2 Password must meet complexity requirements interface

5.1.2 Administrator Account Setting

1. Select [Start\ Windows Administrative Tools\ Computer Management] to open he
interface of computer management. Select “Users” below “Local Users and Groups”, the
user interface shown as Figure 5-3.
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A Computer Management
Eile  Action Yiew Help

e | mE = HE

(& Computer Management {Locall| Name Full Mame Description
v I /S_J\st:ka;oF:s - B Administrator Buiilt-in account for administering th...
L5 Task Scheduler |
@ Event Vi P, Defaulthccaunt A user account managed by the syste...
vent Viewer =i i
. IVF I B Guest Built-in account for guest access to ..
3 ared Folders = R
o ‘;‘: e nalGratn Py WDAGLUHilityAccount A user account managed and used b...
| Users
| Groups

@fl Performance

& Device Manager
w =5 Storage

@ Windows Server Backug

= Disk Management

=]
i

4 Services and Applications

Figure 5-3 User interface
2. Double-click “Administrator”, pop up “Administrator Properties” interface. Select
“Password never expires” in “General” option page, and click “Apply” and “OK”.
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A

Adrninistrator Properties

Remote control Remote Desktop Services Profile
General Member Of Profile Environment

* Administrator

? >

Diial4n

Sessions

Full name:

Description: Built-in account for administering the
computer/domain

User must change password at next logon

[ ] User cannot change password

[+]:Password never expires;
[ ] Account is disabled

Account is locked out

Cancel Aoply

Help

Figure 5-4 Deselect "Account is disabled"

Attentions:

® After deleting the user named Temp you must restart the computer (login as

Administrator) and then set all the properties as follows.

® As for the built-in users, which can’t be deleted such as DefaultAccount,
WDAGUtilityAccount and Guest, please check “The user has been forbidden” in the

properties interface and click “OK”.

5.1.3 Set Password for Administrator

1.

Right-click the account “Administrator” in User interface of Computer Management and

select “Set Password” in right-click menu, as shown in Figure 5-5.

10
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A Computer Management
File  Action View Help
oo @ XEE HE

- FomputerI‘-ﬁlanagement(Local Mame Full Mame Description
v [} System Tools

() Task Scheduler Constiato! Set Password...
@ Event Viewer &Default)iccount by the syste...
. Wy Guest All Tasks ¥ caccesstot.
@il Shared Folders - E,,.‘.*JDAGUtiIit"AccoLmt and used b...
v & Local Users and Groups 4 Delete
.—_ ljlsers Rename
| froups
@E‘::l Performance Properties
-.'.; Device Manager Help

v = .Storage
1'3!- Windows Server Backup
= Disk Management

Fl Services and Applications

Figure 5-5 Set password
2. Click “Proceed” in pop-up tip interface, input the new password “supcondcs” in the
interface of “Set Password for Administrator” and click “OK”.

5.1.4 Set Automatic Logon

1. Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc”
and click “OK”, “Local Group Policy Editor” dialog box will pop up. Select "Computer
Configuration / Windows Settings / Security Settings / Local Policy / Security Options" on

the left.
= Local Group Policy Editar = O X
File  Action  Wiew Help
| 1EIXE= HE
? i =~
=l Local Computer Policy || Palicy Security Setting A
v i (?Pr;p:t::;r Cosnflguratlon | Metwork security: Restrict MTLM: Audit MTLM authentication in this ... Not Defined
= \I;_ p are ;tt:_ngs | Metwark security: Restrict MTLM: Incorming NTLM traffic Mot Defined
L _.mNDWS Re mlgis:' Pali | Metwork security: Restrict NTLR: MTLM authentication in this domain Mot Defined
arme Resolution Polic
3 o Metwork security: Restrict MTLM: Outgoing NTLM traffic to rernote .. Mot Defined

=] Scripts {Startup/Shutdown)
v 5}_;| Security Settings
& Account Policies

utomatic adrmin Disabled

| Recowery console: Alloww floppy copy and access to all drives and all.. Disabled

v (& Local Palicies | Shutdowen: Allowe system to be shut down without having to log on Disabled

& Audit Policy | Shutdown: Clear wirtual memaory pagefile Disabled
g User Rights Assignment | Systern cryptography: Force strong key protection for user keys stor., Mot Defined
2 Security Options w | Systern cryptography: Use FIPS compliant algarithins for encrgption., Disabled
< > | 3ystern objects: Require case insensitivity for non-“Windows subsyst..  Enabled v

Figure 5-6 Local Group Policy Editor

2. Double-click "Recovery console: Allow automatic administrative logon" on the right,
select "Enabled" in the pop-up dialog box and click "OK" to save the change.

11
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Fecovery consale: Allow autornatic administrative logon .. 7 x

Local Security Setting  Explain

a‘ Recoven congole: Allow automatic administrative logon

(@) Enabled
() Dizabled

Figure 5-7 Set automatic logon

@ Tip:

Click “OK” or “Save” after modification every time.

5.2 Display Properties Settings

F ™
The view mode of control panel is “Type”. If you choose other mode, the path of settings
may be different.

5.2.1 Set Windows Themes

Right click desktop, select “Personalize” in the right-click menu and pop up the interface shown as
Figure 5-8.then click “Themes” and choose the theme “Windows”.

12



Windows Server 2022 Operating System Installation Guide

Settings S X

@) Home Themes

- . Related Setti
Find a setting » | Current theme: Windows e

Desktop icon settings

Background
Personalization

Windows Server High contrast settings
Color &

R Background e Sync your settings
Sounds

Colors Q'))

Windows Default

i
z

Cd  Lock screen b Mouse cursor

Windows Default

Themes
Change theme
A Fonts
ﬁ Get more themes in Microsoft Store
BB Start
& Taskbar

Windows Windows (light) Windows 10 Flowers
1images 1images 5 images 6 images

Figure 5-8 Set Windows themes
5.2.2 Change Desktop Icons

Click “Desktop icon settings” in the “Related Settings” list in the interface as Figure 5-8, pop up the
dialog box shown as Figure 5-9, select “Computer” and “Network” and click “OK”(“Recycle Bin” is
selected by default).

13
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E Desktop Icon Settings =

Dezktop lcons

Desktap iconz

£ Computer [ Becycle Bin
[ ]Uszer's Files [ ] Control Panel
Metwork,
- A @9 s
Thiz PC Adriniztrator Metwark, Recpcle Bin
[Fuall)
0
Recycle Bin
[ernpty]
Change [can... R estore Default

Allow themes to change desklop icons

corca | (0B

Figure 5-9 Set desktop icons

5.2.3 Set Screen Saver

Click “Lock screen” in the left interface of Figure 5-8, click “Screen saver settings” in
personalization interface to pop up the interface as shown in Figure 5-10, set “Screen saver” to
“None” (default) and click “OK”.

14
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B screen Saver Settings X

Screen Saver

Screen saver

(Mone) w Settings Preview
= [ On resurne, display logon screen

Power management

Caonserve energy or maximize performance by adjusting display
brightness and other power settings.

Change power settings

Figure 5-10 Set Screen Saver
5.2.4 Set Screen Resolution and Refresh Rate

Right click desktop, select “Display Settings” in the right-click menu and pop up the interface
shown as Figure 5-11. Set “Change the size of text, apps, and other items” as “100%

(Recommended)”, set “Display resolution” as “1920x1080(Recommended)” and set “Display
orientation” as “Landscape”.
Generally, screen resolution could be set as recommended.

® 19" monitor: 1280 x 1024 pixels (recommended)

® 20" monitor: 1600 % 1200 pixels (recommended)

® 22" widescreen monitor: 1920 x 1080 pixels (recommended)

® 24" widescreen monitor: 1920 x 1080 pixels (recommended)

15
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Display
Scale and layout

Change the size of text, apps, and other items

100% (Recommended) e

Advanced scaling settings

Display resolution

1920 = 1080 i

Display orientation

Landscape ~

Multiple displays

Older displays might not always connect automatically. Select Detect
to try to connect to them.

Detect

Advanced display settings

Graphics settings

Figure 5-11 Set screen resolution
5.2.5 Turn off Clear Type Text Tuner

Select [Start\Control Panel\Appearance and Personalization\Fronts], the Figure 5-12 shown as
follows.

16
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A Fonts = O X

<« “ 4 A » ControlPanel » Appearance and Personalization » Fonts v 0 Search Fants el
Control Panel Home . . .
Preview, delete, or show and hide the fonts installed on your computer

Font settings

) ] Organize + = -~ @
Get more font infermation
online Ll

Adjust ClearType text

Find a character Abg Ab g Abg Abg Ir‘é
Downlead fonts for all = T = =

languages
Aral Bahnschnift Calibri Cambria Cambria Math

Figure 5-12 Fronts

Click “Adjust ClearType Text” in the left interface of Figure 5-12 interface as to open the interface
as shown in Figure 5-13. Unselect "Turn on ClearType", and click "Next" until "Finish".

A ClearType Text Tuner

Make the text on your screen easier to read

C: Turn on ClearType.

ClearType makes the text you see on the screen sharper, clearer, and easier to read.

Figure 5-13 Turn off Clear Type
5.2.6 Turn off Aero Shake Window Minimizing Mouse Gesture

Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in Run

17
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dialog box and click “OK” to open the interface “Local Group Policy Editor”, as shown in Figure
5-14. Click [User Configuration/Administrative Templates/Desktop] in left structure tree and
double-click “Turn off Aero Shake window minimizing mouse gesture” in the right interface.

~ Administrative Te
~ i, User Configuration
| Software Settings
| Windows Setting
v | Administrative Te
~| Cantrol Panel
w | Desktop
| Active Dir
| Desktop
| Metwark
~| Shared Falder
| Start Menu ar
| System
| Windaws Cor
[ All Settings

€

L

16 setting(s)

Edit policy setting

Requirements:
At least Windows Server 2008 R2 or
Windows 7

Description:

Prevents windows from being
minimized or restored when the
active window is shaken back and
forth with the mouse,

If you enable this policy, application
windows will not be minimized or
restored when the active window is
shaken back and forth with the
mouse,

If you disable or do not configure this
policy, this windew minimizing and
restoring gesture will apply.

\i=] Hide anl disable all iterns on the desktop

=] Remove the Desktop Cleanup Wizard

=] Remove Computer icon on the desktop

=] Remove Properties from the Computer icon context menu

k==l

=

=] Remove Recycle Bin icon from desktop

=] Remove Properties from the Recycle Bin cantext menu

Dan't save settings at exit

1= Prohibit adjusting desktop toolbars

<

i=| Prohibit User from manually redirecting Profile Folders

i=| Hide Internet Explorer icon on desktop

i| Remave My Documents icon on the desktop
iz| Hide Metwork Locations icon on desktop

=| Remaove Properties from the Documents icon context menu

Da not add shares of recently opened documents ta Networ...

MNat configured
MNat configured
MNat configured
MNat configured
MNat configured
MNat configured
Mat configured
Mat configured
MNat configured
MNat configured
MNat configured
MNat configured

MNat configured

Turn off Aero Shake window minimizing mouse gesture Enabled

Prevent adding, dragging, dropping and clasing the Taskbar...

Mat configured
MNat configured

>

=[ Local Group Palicy Editor O X
File  Action  Miew Help
L ARGl REN 7N T ¢
=f Local Computer Palicy Desktop
v il Computer Configura )
- . Turn off Aero Shake window Setting State 2
| Software Settings minimizing mouse gesture -
| Windows Setting e = | Desktop

\ Extended /‘\Stanclard/

Figure 5-14 Local group policy editor

Pop up the dialog box as shown in Figure 5-15, select “Enabled” and click “OK” to end.

18
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A Turn off fera Shake window minimizing mouse gesture | *

Ei Turn off &ero Shake window minimizing mouse gesture oS St Mext Setting

() Mot Confiqured Comment:
(®) Enabled
() Disabled
Supported 0Nt | Ay |east iindows Server 2008 R2 or Windows T
Options: Help:

Prewvents windows from being minimized or restored when the
active windowe is shaken back and forth with the mouse,

If wou enable this policy, application windows will not be
rinimized or restored when the active window is shaken back
and forth with the mouse,

If wou disable or do not configure this policy, this window
minimizing and restoring gesture will apply.

Cancel

Figure 5-15 Turn off Aero Shake window minimizing mouse gesture

5.3 Turn off Sticky Keys and Toggle Keys

1. Select [Start\Control Panel\ Ease of Access\Ease of Access Center], click "Make the
keyboard easier to use", the figure shown as follows.

19
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@ Ease of Access Center — O *

e O '@' » Control Panel » Ease of &ccess » Ease of Access Center v O Search Control Panel R

Always read this section aloud |+ Always scan this section A
Centrol Panel Home

& Change sign-in settings Start Magnifier MU Start Narrator
= Start On-Screen Keyboard P oset up High Contrast

Mot sure where to start? Get recommendations to make your computer easier to use

-

Explore all settings
When you select these settings, they will autematically start each time you sign in.

s Use the computer without a display

" Optimize for blindness

@ Make the computer easier to see
* Optimize visual display

Use the computer without a mouse or keyboard

Set up alternative input devices

Adjust settings for the mouse or other pointing devices

Make the keyboard easier to use

j Make the mouse easier to use

Adjust settings for the keyboard

Use text or visual alternatives for sounds

Set up alternatives for sounds

gl Make it easier to focus on tasks
L[

Adjust settings for reading and typing

g Make touch and tablets easier to use
Adjust settings for touch and tablets

Figure 5-16 Ease of access center

2. Unselect “Turn on Sticky Keys”, “Turn on Toggle Keys” and “Turn on Toggle Keys by
holding down the NUM LOCK key for 5 seconds”, as shown in Figure 5-17.

20
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i@' Make the keyboard easier to use S O >

= v A D« Fase.. > Make the key... v | D L

Make the keyboard easier to use
When you select these tools, they will automatically start each time you sign in.

Control the mouse with the keyboard
[J Turn en Mouse Keys

Use the numeric keypad to move the mouse around the screen,

Set up Mouse Keys

Make it easier to type

[J Turn en Sticky Keys
Press keyboard shortcuts (such as CTRL+ALT+DEL) cne key at a time,

Set up Sticky Keys
[ Turn en Toggle Keys

Hear a tone when you press CAPS LOCEK, NUM LOCE, or SCROLL LOCE,
[] Turn on Toggle Keys by holding down the NUM LOCK key for 5 seconds

[] Turn on Filter Key=

Ignore or slow down brief or repeated keystrokes and adjust keyboard repeat rates.

Set up Filter Keys

oK Cancel Apphy

Figure 5-17 Turn off sticky keys and toggle keys
3. Click "Set up Sticky Keys" in the interface shown above and set as shown in Figure 5-18.

Set up Sticky Keys

[]Turn on Sticky Keys
Press keyboard shortcuts (such as CTRL+ALT+DEL) one key at a time.

Keyboard shortcut
[]Turn on Sticky Keys when SHIFT iz pressed five times
When using keyboard shortcuts to turn Ease of Access settings on:
[ ] Display a warning message when turning a setting on

[ ]Make a sound when turning a setting on or off

Figure 5-18 Turn off keyboard shortcut

5.4 Turn off Hot Keys of Rotating Screen

If integrated display card is used in computer (such as Lenovo TS140), and the hot keys of rotating

21
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screen should be disabled, operation: right click any blank in desktop, and pop up the menu as
shown in Figure 5-19, select [Graphics Options/Hot Keys/Disable].

If there is not menu as shown in Figure 5-19, and jump over this setting.

View F
Sort by »
Refresh

Paste

Faste shorteit

.= Graphics Properties, ..

. Graphics Options Panel Fit k
[
Mew r
Tray lcon ¥ Enable
B2 Screen resolution Balloon Motification » + Dizable
f‘Persanalize Rotation .
Profiles ]

Figure 5-19 Turn off hot keys of rotating screen

5.5 Taskbar Properties

Right click taskbar, and select “Taskbar settings” in the right-click menu, set “Lock the taskbar” as
“On”, as shown in Figure 5-20. For other settings, please keep their default options.
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Taskbar

Lock the taskbar
@ o-
Automatically hide the taskbar in desktop mode
@ D off

Automatically hide the taskbar in tablet mode

@ or

Use small taskbar buttons

!
[ )
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=+
[}
i
m
-+
m
(=
[ ]
L
=+
[}
L
(5]
(=]
=l
[}
T
]
i
[}
e
T
[}
[14]

Replace Command Prompt with Windows PowerShell in the menu
when | right-click the start button or press Windows key+X

@ or
Show badges on taskbar buttons

@ o-

Taskbar location on screen

Bottom A

Combine taskbar buttons

MNever A

How do | customize taskbars?

Figure 5-20 System icons settings

5.6 Time Settings

Select [Start\ Control Panel\ Clock and Region\ Region], pup up the figure shown in Figure 5-21.
Set as follow introduction:
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® Short data: M/dlyyyy
® |ong data: dddd, MMMM d, yyyy
® Short time: HH:mm

® long time: HH:mm:ss

¥ Region iy
Formatz  Administrative

Farmat: English {United States)

PMatch Windaows display language {recommended]) w

Language preferences

Date and time farmats

Shart date: P ey e
Laong date: elelelel, MPBAR o, yrey e
Shaort time: HH:mm W
Long time: HH:mim:ss -
First day of week: Sunay W
Examples

Shart date: 71272020

Lang clate: Thursday, July 2, 2020

Short time: 2310

Long time: 2301047

Additional settings...

Cancel apply

Figure 5-21 Region and language options
5.7 System and Security Settings

5.7.1 Set Power Options

1. Select [Start\ Control Panel\ System and Security\ Power Options] to pop up the interface
shown as the following figure. Click "Show additional plans" and select "High
performance" plan, which is balanced plan by default. Then, click “Change plan settings”
in the "High performance" plan,
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35 Power Options = O

&« v % » Control Panel » Hardware » Power Options ~ @ Search Control Panel »

Control Panel Home .
Choose or customize a power plan

Choose what the power button A power plan is a collection of hardware and system settings (like display brightness, sleep, etc.) that

does manages how your computer uses power. Tell me more about power plans
Create a power plan Preferred plans
e g.holosewhen to turn off the (O Balanced (recommended) Change plan settings
isplay

Automatically balances performance with energy consumption on capable hardware,
W Change when the computer

sleeps (@ High performance Change plan settings

Favors perfermance, but may use more energy,

Show additional plans

Figure 5-22 Power Options

Click “Change plan settings” in the default “High performance” plan, pop up the “Edit Plan
Settings” interface, set “Turn off the display” as “Never”, then click “Save changes” in the
bottom. As shown in the following figure.

"Put the computer to sleep" may be displayed in the interface of different computer, it
should also be set to "Never".

33 Edit Plan Settings - m| x

<« « 4 E« Hardware » Power Options » Edit Plan Settings v O Search Control Panel o

Change settings for the plan: High performance

Choose the sleep and display settings that you want your computer to use,

L‘{ Turn off the display: Mever b

W Put the computer to sleept | Mever ~

Change advanced power settings

Restore default settings for this plan

Save changes Cancel

Figure 5-23 Set power plan

Click “Change advanced power settings” in the figure above, pop up “Power Options”
dialog box as shown in the following figure. Set “Allow wake timers” as “Enable” and click
“OK”.
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5 Power Options ? >
Advanced settings

then choose settings that reflect how you want your

\[- i Select the power plan that you want to customize, and
computer to manage power.

High performance [Active] -

Hard disk ~

Internet Explorer

Desktop background settings
2 Sleep
= Sleep after
Setting: Mever
= Allow wake timers
Setting: Enable
USE settings

Power buttons and lid
Df_| I:vnrnrr

1 EH H

Restore plan defaults

Cancel Aoy

Figure 5-24 Set sleep options

5.7.2 Turn off Windows defender firewall

1. Select [Start\ Control Panel\ System and Security \Windows Defender Firewall], pop up
the interface as shown in Figure 5-25.
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B Windows Defender Firewall — O x
« 3 v P ﬂ <« System and Security > Windows Defender Firewall w| @ Search Cantrol Panel 2
Help protect your PC with Windows Defender Firewall

Control Panel Home
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall .
l 0 Private networks Mot connected
®) Change notification settings
& Tumn Windows Defender l g Guest or public networks Connected
Firewall on or off
) Restore defaults Metworks in public places such as airports or coffee shops
Ad d setti
© Advanced settings Windows Defender Firewall state: On
Troubleshoot my network . . . .
Incoming connections: Block all connections to apps that are not on the list

of allowed apps

Active public netwarks: = Unidentified network

Motification state: Do not notify me when Windows Defender Firewall
blocks a new app

Seealso
Security and Maintenance

Metwork and Sharing Center

Figure 5-25 Windows Defender Firewall interface

2. Click “Turn Windows Firewall on or off” in the left to pop up the interface as shown in
Figure 5-26, turn off all Windows firewalls and click “OK”.
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B Customize Settings

= O
&« v A ﬂ« Windows Defender Firewall » Customize Settings

w O Search Cantrol Panel
Customize settings for each type of network

You can modify the firewall settings for each type of network that you use.
Private network settings

o (O Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps
Maotify me when Windows Defender Firewall blocks a new app

g (® Turn off Windows Defender Firewall (not recommended)

Public network settings

g (O Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps
Motify me when Windows Defender Firewall blocks a new app

w (® Turn off Windows Defender Firewall (not recommended)

oK Cancel

Figure 5-26 Windows Defender Firewall settings

5.7.3 User Accounts Control Settings

1. Select [Start\ Control Panel\ System and Security\ Security and Maintenance\ Change
User Account Control Settings], pop up the interface shown as Figure 5-27 Set “Allow

notify” to “Never notify” by pulling down the scroll button to the bottom and click “OK”.
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& User Account Control Settings - O =

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful pregrams from making changes to your computer.
Tell me more about User Account Control settings

Albways notify
- - Newver notify me when:
®  Apps try to install software or make changes to my
computer
- - ®* | make changes to Windows settings
1. This setting will take effect after you click OK and
N restart your PC.
Mever notify

| &ok || Cancel

Figure 5-27 User account control settings

2. Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in
Run dialog box, as shown in the following figure.

Run >

= Type the name of a prograrn, folder, docurnent, or Internet
=4 resource, and Windows will open it for you,

Qpen | gpedit.rnsc e

E; This task will be created with administrative privileges,

(0]34 Cancel Browse...

Figure 5-28 Run dialog box

3. Click “OK” to pop up the “Local Group Policy Editor” interface, extend “Computer
Configuration”, select “Computer Configuration> Windows Settings > Security Settings >
Local Policies > Security Options”, as shown in the Figure 5-29.
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=l Local Group Palicy Editor
File  Action

o | nEXEE HE

View Help

(= Lacal Computer Policy
~ [ Computer Configuration

| Windaows Defender Firew
— Metwark List Manager Pa

lg IP Security Palicies an Lo
| Advanced Audit Policy €

Palicy

| Recavery consale: Allow flappy capy and access ta all drives and all fal...

| User Account Cantrol: Behavior of the elevation prompt for administrat..,
| User Account Control: Behavior of the elevation prompt for standard us...

ser Account Control: Run all ad

Admin Approval Mode

Security Setting

Disabled

- - 3;\::1;5;*:;:]9; | Shutdawn: Allow system to be shut down without having ta log an Disabled
N “| Name Resalution Palicy Shutdown: Clear virtual memary pagefile . Disabled
</ Scripts (Startup/Shutdown) | System cryptagraphy: Farce strang key protection far user keys stored o... Mot Defined
; Deployed Printers | System cryptography: Use FIPS compliant algorithms for encryption, ha... Disabled
o9 ‘é Security Settings | System objects: Require case insensitivity for non-Windows subsystems  Enabled
g Account Policies | System objects: Strengthen default permissions of internal system objec... Enabled
v 5 Local Policies | System settings: Optional subsystems
4 Audit Palicy | System settings: Use Certificate Rules on Windows Executables for Soft..  Disabled
4 User Rights Assignme User Account Control: Admin Approval Maode for the Built-in Administr... Disabled
4, Security Options | User Account Control: Allow UlAccess applications to prompt for elevat... Disabled

Elevate without
Prampt far cre

“| Public Key Policies | User Account Cantrol: Detect application installations and prompt for el... Enabled
~| Software Restriction Polic | User Account Cantrol: Only elevate executables that are signed and vali... Disabled
—| Application Control Polic User Account Control: Only elevate UlAccess applications that are instal.. Enabled

X - | User Account Cantrol: Switch to the secure desktop when prampting fo... Enabled
J'. p_‘jlfc’r-b_asm QoS User Account Control: Virtualize file and registry write failures to per-us...  Disabled
| Administrative Templates v
a . . . =
< > < b3

Figure 5-29 Change setting in Local Group Policy Editor

Double-click “User Account Control: Run all administrators in Admin Approval Mode” in
the right interface to open the dialog box, and set as “Disabled”, as shown below. Then
click “Apply” and “OK”, the change will take effect after restarting the computer.
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User Account Control: Run all adrministratars in Admin &p.. ? >

Local Security Seting  Ewplain

j. Uzer Account Control: Run all administrators in &dmin Approswal
Mode

() Enabled
(@) Dizabled

Cancel pply

Figure 5-30 Disable the user account control property

5.7.4 Performance options settings

1. Select [Start\ Control Panel\ System and Security\ System] to pop up the interface shown
as Figure 5-31.
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Settings — O
@ Home About
Installed on 5/20/20453
Find a setting » 0S build 20348.169
System Copy

Change product key or upgrade your edition of Windows
L1 Display

Read the Microsoft Services Agreement that applies to our services

44 Sound
Read the Microsoft Software License Terms

LT,-‘ Motifications & actions
Related settings

D Focus assist Device Manager

" Power & sleep Remote desktop

System protection
0= Storage v P

Advanced system settings

L8 Tablet
Rename this PC (advanced)
St Multitaski
: ISR Graphics settings
=1 Projecting to this PC

Figure 5-31 System interface

2. Select “Advanced system settings” option page in the Related Settings list of system
properties interface, as shown in Figure 5-32.

32



Windows Server 2022 Operating System Installation Guide

Systern Properties =

Computer Mame  Hardware Advanced  Remate

“'ou muszt be logged on az an Administrator to make most of theze changes.

Perfarmance

Yizual effects, processor scheduling, memaony wzage, and wirtual menmary

: Settingsz...

Idzer Prafiles

Desktop zettings related to your sign-in

Settings. ..

Startup and Recoven

Syztem startup, spstem falure, and debugging information

Settings...

E nvironment Y aniables. .

k. Caricel Apply

Figure 5-32 Dialog box of Advanced settings of system properties

3. Click “Settings” in “Performance” window, pop up “Performance Options” interface, as
shown in Figure 5-33. Select “Adjust for best performance” in “Visual Effects” option
page.
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Performance Cptions =

Visual Effects  advanced Data Execution Prevention

Selectthe settings you want to use for the appearance and
peformance of Windows on this computer,

(O Let Windows choose what's best for ry cormputer
(O Adjust for best appearance

[] Animate contrals and elernents inside windows
[ Anirnate windows when minirmizing and rmaximizing
[] &nirnations in the taskbar

] Enable Peek

[] Fade or slide menus into view

[] Fade ar slide ToolTips into view

[ Fade out menu iterns after clicking

[] Save taskbar thurnbnail previews

[] Show shadows under rouse pointer

[] Show shadows under windows

[] Show thurmbnails instead of icons

[] Show translucent selection rectangle

[] Show window contents while dragging

[ slide apen carmbao boxes

[ Srnooth edges of screen fonts

[] Smooth-scrall list boxes

[] Use drop shadows for icon labels on the desktop

Cancel apply

Figure 5-33 Select “Adjust for best performance”

4. Select “Advanced” option page, advanced properties interface is shown in Figure 5-34.
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Performance Options >

visual Effects  Advanced  Data Execution Prevention

Processar scheduling

Choose how to allocate processor resources,

Adjust for best performance of:

@ Pragrams (O Background services

Wirtual memorny

& paging file is an area on the hard disk that Windows uses as if it
wiere RAR,

Total paging file size for all drives: 4000 k4B

Change...

Carcel pply

Figure 5-34 Dialog box of advanced settings of performance options

Click “Change” in “Virtual memory” window, pop up virtual memory setting interface.
Deselect “Automatically manage paging file size for all drives”, and select “Custom size”,
set the value of “Initial size” and “Maximum size” to 3000MB (4000MB when the RAM is
larger than 2GB), as shown in Figure 5-35. Then set “OK” to save the change.
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Wirtual bemony >
[Clautarnatically rmanage paging file size for all drives
Paging file size for each drive
Drive [Maolume Label] Faging File Size (MEB)
o 4000 - 4000
B Y [Mew Walume] Mane
E: [Mew Walurme] Maone
F: [Mew Walume] Maone
Selected drive: C:
Space available: 49565 B
(®) Custorm size:
Initial size (PABD: 4000
P aximum size (hB: 4000
() Systern ranaged size
() Mo paging file Set
Total paging file size for all drives
Minimurn allowed: 16 MEB
Recornmended: 1407 ME
Currently allocated: 4000 kB
018 Cancel

Figure 5-35 Set virtual memory

Back to “Performance Options” interface as Figure 5-34, click “Data Execution

Prevention” tab and select “Turn on DEP for essential Windows programs and services
only”, as shown in Figure 5-36, then click “Apply” to save the change.
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Ferformance Options

Visual EFfects  Adwvanced Data Execution Presvention

3 é damage frorm viruses and other security threats, Howd
does it workd

(® Turn an DEP for essential Windows programs and services anly

(3 Turn on DEP for all programs and services except those | select:

Add.., Fermowe

Wour cornputer's processor supports hardware-based DEP,

Figure 5-36 Close data execution prevention

7. Click “OK” and restart the computer following the tips.

5.7.5 Turn off auto-update

Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in

1.
Run dialog box and click “OK”, as shown in Figure 5-37.
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3.

Fun

= Typethe narne of a program, folder, document, or Internet
= resource, and Windows will opern it forywou,

Opern: | gpedit.msc

St

@ This task will be created with administrative privileges.

]

Cancel

Browsse,.,

Figure 5-37 Run command

Click “OK” to pop up the interface of Local Group Policy Editor. Extend “Computer
Configuration”, select “Windows Component” below “Administrative Templates”, as

shown in Figure 5-38.

=l Local Group Policy Editor
File  Action  Wiew Help

e HE 2 HE T

=[ Local Computer Palicy
v i Computer Confiquration
| Software Settings
7| Windoas Settings
w ] Administrative Templates
| Contral Panel
| Metivark
| Printers
1 Server

| Start Menu and Taskbar

1 Systemn

| Windows Components
[ Al Settings
w %, User Configuration
| Software Settings
7| Windoas Settings
| Administrative Templates

. Windows Components
Windows Update

Setting

jWindows Custorner Experience lrmprovernent Prograr

jWindows Defender

jWindows Error Reporting

jWindows Installer

jWindows Logon Options

Clwindows hail

jWindows Media Center

jWindows Media Digital Rights Managerment

jWindows Media Player

jWindows Messenger

jWindows Maobility Center

jWindows PowverShell

jWindows Relizbility &nalysis

jWindows Rernote Managernent (MAinRM)

jWindows Rernote Shell
indows Update

jWork Falders

€ >

L

\ Extended /(Standard/

Figure 5-38 Local group policy editor interface

Double-click “Windows Update” in “Windows Components” list and pop up the interface

shown as Figure 5-39.
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File  Action Vi

o= 5= HEl T

E[ Local Group Policy Editor

fiew Help

| Text Input

| Windows Calenclar

| Windows Calor System

| Windows Customer Expe
| Windaws Defender Antiv
| Windows Defender Expla
| Windaows Defencder Smar
~| Windows Error Reporting
| Windaws Hello for Busini
| Windows Ink Workspace
| Windaows Installer

~| Windows Lagon Optians
| Windows Media Digital R
| Windows Media Player

| Windows Messenger

| Windows Mability Centel
| Windaws PowerShell

| Windows Reliability Anah
| Windows Remote Manag
| Windows Remaote Shell

| Windows Security

| Windows Update

Configure Automatic Updates

Edit policy setting

Requirements:

Windows XP Professional Service
Pack 1 or At least Windows 2000
Service Pack 3

Description:

Specifies whether this computer
will receive security updates and
other important downloads
through the Windows automatic
updating service,

Maote: This policy does not apply
te Windows RT.

This setting lets you specify
whether automatic updates are
enabled on this computer, If the
service is enabled, you must select

Setting

|i=| Allow updates to be downloaded automatically ov
|2 Always automatically restart at the scheduled time
|i=| Specify deadline before auto-restart for update ins
|i=] Configure auta-restart reminder notifications for v
|2 Turn off auta-restart notifications for update insta
Canfigure auta-restart required notification for up

Configure Automatic Updates

=| Specify intranet Microsoft update service lacation

==

|i=] Automatic Updates detection frequency
Do not allow update deferral policies to cause scar
Remave access to "Pause updates” feature
Remave access ta use all Windows Update feature
Da not connect to any Windaws Update Internet |+
Allow non-administrators to receive update notific
Specify Engaged restart transition and notification
Da nat include drivers with Windaws Upcatas
Turn on Software Motifications

[eee) (&) [eee) (o) (o) [ove) e [

= Windows Update . one of the four options in the v (:: Allanae Avdninatic lndatac immadiata ;m+=||=+;,m)
R DT P S S
< > \ Extended /(Stan(lard/

33 setting(s)

Figure 5-39 Windows update interface

Double-click “Configure Automatic Updates” in “Windows Update” interface and pop up
the interface shown as Figure 5-40. Select “Disabled”, click “Apply” and “OK”, the change
will take effect after restarting the computer.
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A Configure Automatic Updates O >

Ei Configure Automatic Updates R

() Mot Corfigured  CEMment:

(") Enabled

(®) Disabled

Supported 01 [ yisindouys XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3
Option 7 only supported on servers of at least Windows Server 2016 edition

Options: Help:

Configure autormatic updating: ~ Speciflies whether this computer will receiw.a seCuUrty update.s and | A
other important downloads through the Windows automatic
updating service,

The following settings are only required and applical Mote: This policy does not apply to Windows BT,

4is selected.

This setting lets you specify whether automatic updates are
enabled on this computer, If the service is enabled, you must
select one of the four options in the Group Policy Setting:

Install during autoratic maintenance

Scheduled install day:

Scheduled install time: 2 = Motify before downloading and installing any updates,

When Windows finds updates that apply to this computer,
users will be notified that updates are ready to be downloaded.
After going to Windows Update, users can download and install
aty available updates,

If you have selected "4 - Auto download and sched
the install” for your scheduled install day and specifi
schedule, you also have the option to limit updating
weekly, bi-weekly or monthly occurrence, using the

options below: 3 = (Default setting) Download the updates autornatically

Every week and notify when they are ready to be installed

< > . \J'L.r‘ind.n\n{'s finu.j!s L,{pdlate_f: that ap.p!}r'to the .computer.?nc.i

0] Cancel

Figure 5-40 Turn off auto-update
5.7.6 Turn off Microsoft Defender Antivirus

1. Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in
Run dialog box and click “OK”, as shown in Figure 5-41.

Fun >

Type the narne of a prograrm, folder, document, or Internet
== resource, and Windows will open it foryou,

=

Dpen | gpedit.msc w

E; This task will be created with administrative privileges,

I Cancel Brovuse,.,

Figure 5-41 Run command
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Click “OK” to pop up the interface of Local Group Policy Editor. Extend “Computer
Configuration”, select “Windows Component” below “Administrative Templates”, as
shown in Figure 5-42.

'=[ Local Group Policy Editor = O ¥
File A&ction  View Help
e 2@ = HEl T

=f Local Computer Palicy | Windows Components
w (i Cormputer Configuration

3 Software Settings Microsoft Defender Antivirus S?tting L]
7 Windows Settings | Internet Infarmation Services
~ || Administrative Templates | Lacation and Sensars
~| Cantral Panel | Maintenance Scheduler
| Metwork | Maps
| Printers I WD
| Berver | Messaging
7| Start Menu and Taskbar Microsaft account
7 System icrosoft Defender Ar

Microsoft Defender Exploit Guard
| Micrazoft Secondary Authentication Factor

Windows Components
i Bl Settings
w %, User Configuration
| Software Settings
| Wifindows Settings
~| Administrative Templates

| Microsoft User Experience Virtualization

| Methdeeting

| OneDrive

| Online Assistance

| 00BE

| Partable Operating Systern

| Presentation Settings w
L4 >

\Extended /(Standard/

Figure 5-42 Local group policy editor interface

Double-click “Microsoft Defender Antivirus” in the list of “Windows Components” and pop
up the interface shown as Figure 5-43.
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[ Local Group Policy Editor - O X

File  &ction  View Help

L ol A Ba) s (RESN 7 Nl 4

| Device Registration A ~ Microsoft Defender Antivirus
| Digital Locker ) .
Turn off Microsoft Defender Setting

_| Edge Ul Antivi )

“| Ewent Forwarding frirus _| Real-tirme Pratection

| BventLog Service Edit policy settin A | Remediation

| Eventlogging | Reporting

| Ewvent Wiewer Requirements: | Scan

| File Explorer At least Windows Vista | Security Intelligence Updates

el F!Ie History . Description: | Threats

_| Find My Device This policy setting turns off =] Allowy antirmalware service to rerain running alwa

_| Handwwiting Microsoft Defender Antivirus. Allow antimalware service to startup with normal |

=l HormeGroup p S Configure detection for potentially urwanted appl

- ofermet Explorer_ Micr};c;ifin[gef:nd; Ritli?;rf:s ngs Configure local administrator merge behavior for |

- Intern.et Information net run, and will not scan i) Define addresses to bypass proxy server

- Ir:‘:c-atlon and gegszr: com P'-!tE’SfD’ malware or other Define proxy auto-config {pac) for connecting to

= Malntenance iy potentially unwanted software. Define proxy serser for connecting to the network

| Maps = . : )

9 MDM _|fy0u disable this F'DUC}‘ setting_. iz Define the directory path to copy support log files

b . Microsoft Defender Antivirus will

_| Messaging

—_— run regardless of any other

- Microsoft account installed antivirus product. Turn aff rauti diati

“| Microsoft Defender £ urn off routine rernediation

“ Microsoft Defender E Y If wni dn nnt confinure this >
< > \Extended /(Standard/

17 settingis)

Figure 5-43 Microsoft Defender Antivirus interface

Double-click “Turn off Microsoft Defender Antivirus” and pop up the interface shown as
Figure 5-44. Select “Enabled” and click “OK”.
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A Turn off Microsoft Defender Antivirus

Ei Turn off Microsoft Defender Antivirus

() Mot Corfigured  CEMment:
(®) Enabled
() Disabled
Supported 80t [ apjeast Windows Vista
Options: Help:

This policy setting turns off Microsoft Defender &ntivirus,

If wou enable this policy setting, Microsoft Defender Antivirus
does not run, and will not scan computers for malware or other
potentially umwanted software,

If wou disable this policy setting, Microsoft Defender Antivieus
will run regardless of any other installed antivirus product,

If you do not configure this policy setting, Windows will
internally manage Microsoft Defender Antivirus, If you install
another antivirus program, Windows automatically disables
ticrosoft Defender Antivirus, Othenwise, Microzoft Defender
Antivirus will scan your computers for malware and other
potentially unwanted software,

Enabling or disabling this policy may lead to unexpected ar
unsupparted behaviar, It is recommended that you leave this
policy setting unconfigured,

84 Cancel

Figure 5-44 Turn off Microsoft Defender Antivirus interface

5.7.7 System Anti Virus Settings

1. Turn off Autoplay

Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in

Run dialog box, as shown in Figure 5-45.
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Fun

= Typethe narme of a program, folder, document, or Internet
= resource, and Windows will open it foryou,

| gpedit.msc

o

@ This task will be created with adrministrative privileges,

(]9 Cancel

Browsse..,

Figure 5-45 Run dialog box

Click “OK” to pop up the “Local Group Policy Editor” interface, extend “Computer
Configuration”, select “Windows Components” below “Administrative Templates”, as

shown in Figure 5-46.

(£l Lacal Group Palicy Editor = O >
File  Action Miew Help
e @ = HE T
(5[ Local Computer Policy ~ Windows Components
v il Computer Configura .
B Software Settings AutoPlay Policies Setting
_ Windows Setting S jlﬂ.ctive}( InstallerSFTWice
v [ Adrministrative Te Configure various AutcPlay behaviors. j'ﬁ'dd features to Windows 10
| Contral Panel jr‘lpp Package Deployment
| Metwark Tl app runtime
| Printers jfﬁ.pplication Compatibility
| Server utoPlay Palicies
| Start Menu ar _IBiametrics
| Systern jEithcker Drive Encryption
_; Windous Cor [ credential User Interface
15 All Settings jData Collection and Preview Builds

v 4%, User Configuration
| Software Settings
| Windows Setting
“| Administrative Te

jDesktnp Gadgets

jDesktnp Window Manager
jDevice and Driver Compatibility
jDevice Registration

jDigitaI Locker

ClEdge Ui

jEvent Forwarding

FACucnt | nn Sansica
< >

\ Extended f(\Standard f

Figure 5-46 “Windows Components” window

Double click “AutoPlay Policies”, pop up the following interface.
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AutcPlay Policies
Turn off Autoplay Setting

. . . - Turn off Autoplay
Edit policy setting F're-.-'ent SutoPlay from rermembering user che
Requirements: Disallu:uw.-'lutu:upla}f for non-volurne devices
At least Windows 2000 Zetthe default behavior for SAutoRun

Descripticn:
This policy setting allows you to
turn off the Autoplay feature,

Figure 5-47 Close “AutoPlay Policies”

4. Double click “Turn off Autoplay” in “AutoPlay Policies” window, pop up “Turn off Autoplay”
interface, select “Enabled” and choose “All drives” in the drop-down menu of the “Turn off
Autoplay on”, as shown in Figure 5-48.

R Turn off Autaplay O *

E‘ Turn off Autoplay

() Mot Configured Lol
(®) Enabled
() Disabled
Supported 8n | At least Windows 2000
Options: Help:

Turn off Autoplay on: This policy setting allowes you to turn off the Autaplay feature, A
Al drives ~ Autoplay begins reading from a drive as soon as you insert
redia in the drive, &s a result, the setup file of programs and the
music on audio media start irmmediately.

Priar to Windowes XP 5P2, Autoplay is disabled by default
on rermowvable drives, such as the floppy disk drive (hut not the
CO-RiOk drive), and on network drives,

Starting with Windows XP 5P2, Autoplay is enabled for
rernovable drives as well, including Zip drives and some USB
rnass storage dewvices,

If wou enable this policy setting, &utaplay is disabled on
CD-ROM and remowable media drives, or disabled on all drives,

This policy setting disables Autoplay on additional types of
drives, You cannot use this setting to enable Autoplay on drives
anwehich it iz disabled by default,

(8]4 Cancel

Figure 5-48 “Turn off Autoplay” settings

5. Click “OK” to finish the settings. Restart your computer, then the mobile storage devices
will not automatically play when be inserted.
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2. Enabling Security Audit Policy

To facilitate efficient tracking of the virus source, it is necessary to enable the security audit policy.

The specific steps are as follows:

1. Inthe "Local Group Policy Editor" interface shown in Figure 5-46, select "Local Computer
Policy/Computer Configuration/Windows Settings/Security Settings/Advanced Audit
Policy Configuration/System Audit Policies - Local Group Policy Object/Detailed
Tracking" to enter the configuration interface.

2. Double-click "Audit Process Creation", check "Configure the following audit events" in the
pop-up dialog box, and select "Success" and "Failure".

3. Repeat the operation of step 2, and configure "Audit PNP Activity", "Audit Process
Termination", and "Audit RPC Events" respectively.

The configuration results are shown in Figure 5-49.

& Account Policies
& Local Policies
| Windows Defender Firewall with Advanced Security
| Metwork List Manager Policies
| Public Key Policies
| Software Restriction Palicies
| Application Control Policies
.g IP Security Pelicies on Local Computer
w || Advanced Audit Policy Configuration
~ [ System Audit Policies - Local Group Policy Object
24 Account Logon
:,::] Account Management
75 Detailed Tracking
35 DS Access
25 Logen/Logoff

=l Lecal Group Policy Editor = O *
File Action View Help
e nH = H
=/ Local Computer Policy * || Subcategory Audit Events
v I C_?”gpr::rCDS”f'S”’at'c'” 55 Audit DPAPI Activity Not Configured
= ]."I?_ d e :::L_ngs sis| Audit PNP Activity Success and Failure
W
- _.m s SEtngs . i) Audit Process Creation Success and Failure
_| Name Resolution Policy 5 Audit P Terminati c d Fail
) Scripts (Startup/Shutdown) = u ru:-ess ermination uccess an aure
= Deployed Printers e Aud RPC El.rents : Success and Failure
- %_:-'n Security Settings o Audit Token Right Adjusted Mot Configured

Figure 5-49 Security Audit Policy settings

5.8 Background Service Settings

Set the following services to “Disabled”. This chapter takes windows update as an example to

illustrate.

46




Windows Server 2022 Operating System Installation Guide

® Internet Connection Sharing (ICS)
® Remote Desktop Services

® \Windows Update

® Windows Time

® Windows Defender Firewall

® Touch Keyboard and Handwriting Panel Service
Disable Windows Update

1. Select [Start\ Windows Administrative Tools\ Service] to pop up the interface of
background service configuration, as shown in Figure 5-50.

A Computer Managernent - O X

File  Action  Wiew Help
e nE B EBE »enp

A Computer Management (Local |« gepjices Actions
v i System Toals ~ »
() Task Scheduler Windows Update Marne Description Status Startu A | Services =
@ Ewent Wiewer Deseription: Ok Windaows Driver Foundation.. Creates and... Running  Manu Maore Actions
[ Shared Folders Erablis the detection, download, and 2 Windovs Encryption Prowid.. Windenws E.. Menu | indows Update -
& Local Users and Graups | | installation of updates for Windows EhWindows Error Reporting Se... Allows error.., Manu
Performance and other programs, If this serviceis 38} Windows Event Collectar This service Manu Mare Actions

Device Manager disabled, users of this computer will 2% vindows Event Lag This service .. Running  &utor
v B8 Storage not be able to use Windows Update
= 9 or its automatic updating feature,
W Windows Server Backup and programs will not be able to use ChWindows Font Cache Service  Optimizes p..  Running  Sutor

i Disk Management the Windows Update Agent (WUA) Ok Windows Image Acquisitio...  Provides im... Manu

Lk Windows Firewall Wiindows Fi... Disahl

Services and Applications || APL. b Windaws Insider Service Wi Manu
o) RU“t_i”Q and Remote Ac Lk Windaws Installer Adds, madi.. tManu
"; Services ChWindows License Manager... Providesinf.. Running  Manu
i WMl Control EhWindows ManagementInst.. Provides ac.. Running  Autor
EhWindows Mobile Hotspat 5., Provides th., rdanu
OhWindows Maodules Installer  Enables inst., rdanu
Lk Windaws Push Matification...  This service .. Running  Sutor
ChWindows Push Motification..,  This service ... Manu
EhWindows Remote Manage.,  Windows R, Running  Autor
b Windaws Search Provides co.. Disahl
Lk Windows Time aintains d Disahl

EEWInHTTP Web Prosy Auto-... WinHTTP Q.. Running

EhWired AutoConfig The Wired .. rdanu
LW Perfarmance Bdapter  Pravides pe.. rdanu
Lk Warkstation Creates and... Running  Autor
Eh¥box Live Auth Manager Provides au... Manu
Eh¥boxLive Game Save This service Manu

w

< >

-
]

\ Extended AStandard

Figure 5-50 Services list window

2. Double-click “Windows Update” in the services list, pop up the corresponding properties
setting interface, select “Disabled” in the pull-down list of “Startup type”, as shown in
Figure 5-51.
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Windows Update Properties (Local Computer) >

General LogOn Recovery  Dependencies

Service name: WLIALIZEY

Dizplay name: windows Update]

D escriptior: Enables the detection, download, and installation of A
updates for Windows and other programs. |F thiz w
carsica in dieshlad inars of Heie coennbar will sob e

Path to executable:

C: 4 indowshapsternI2hevchost exe -k netaves p

Startup type: Dizabled i

Service statuz: Stopped
Stark Stop Pausze Bezume

You can specify the start parameters that apply when pou start the service
fram here.

Cancel Aoy

Figure 5-51 Disable the service of “Windows Update”

3. Click “Stop” to stop this service, then click “OK” to disable this service.

i Warning:
All network connections on the operation nodes should be disabled after setting
background services.

5.9 Turn off Flow Control of Network Adapter

1. Select [Start\ Windows Administrative Tools\ Computer Management], select Device
Manager in left structure tree, as shown in Figure 5-52.
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& Computer Management = m} X
File Action  View Help
= nmE BEBE X
é‘ Computer Management (Local | ;.‘.; WIM-SEFDRECETUE Actions
v [[’& Systerm Tools 3 Batteries Device Manager -
() Task Scheduler I Computer g
f2] Event Viewer e Disk drives Mare Mctions 4
| Shared Folders & Display adapters
& Local Users and Groups - DWD/CD-ROM drives
li"}"i] Performance i Floppy disk drives
M Device Manager «@ Floppy drive contrallers
v 5 Storage v Hurman Interface Devices
ﬁ} Windows Server Backug =g |DE ATAJATAPI contrallers
@ Disk Management =2 Keyboards
v ;: Services and Applications @ Mice and other pointing devices
@ Routing and Rermate Ac [ Monitars
T Services ~ [ Network adapters
a5 WMl Control B Intel(R) 571 Rinaiie Matainsd o cticn
@ el (R) € Update Driver Software..,
5 Irmtel(R) € Disahle
w E7 Other device Uninstall
B Base Syst
H Portable De Scan for hardware changes
= Print queues a
P ti
I Processars U5
Su Storage controllers
B3 System devices
§ Universal Serial Bus contrallers
< >
Opens property sheet for the current selection,

Figure 5-52 Device Management interface

Right click a network adapter in device manager window, select “Properties” in right-click
menu to open its properties interface and select “Advanced” tab, as shown in Figure
5-53.
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Broadcom Met¥treme Gigabit Ethernet Properties >
Events Resources Power Management
General Advanced Diriver Detailz

The following properties are available for thiz netveark, adapter. Click,
the property pou want to change on the left, and then select itz value

ar the right.

Froperty: Walle:
802 3az EEE ~ Disahled j
ARP Dffload

EEE Control Policies
Ethernetia®ireSpeed

Intermapt bModeration

Jurnbo ktu

Large Send Offload W2 [IPwd)

Large Send Offload %2 [IP+E]

b airmurn Mumber of B55 Queues
Metwork Address

M5 Offload

Pricrity & WLAM

Receive Buffers A

Cancel

Figure 5-53 Disable flow control of network adapter

3. Set “Flow Control” to “Disable” in “Advanced” option page in properties interface and click
“OK” to finish a network adapter setting.

4. Set other network adapters like this.

5.10 Network Properties Settings

Set the Network Connections Settings as follows after finishing the network hardware connections
settings, this chapter includes connection properties settings and advanced sharing settings.

5.10.1 Network Properties Configuration

Select [Control Panel/Network and Internet/Network and Sharing Center], then click “Change
adapter settings”, pop up network connection settings interface.
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i-' Metwork Connections o 8 X
1 i-l o Me,,, » Meba., A4 J P
Organize » - - [ 0

Ethernet ‘: Ethernet 2
-

B

Unidentified netwaork Unidentified netweark
Intel(R) Ethernet Server Adapter 2., = ntel(R) Ethernet Connection (57 1.,

Ethernet 3
i 5-test,com
Intel(R) Ethernet Server Adapter 2.,

&b, "!’

3 items - B

Figure 5-54 Network connections setting interface

The “Local Connection” as shown in above figure utilizes integrated network adapter of the system,
and “Local Connection 2” and “Local Connection 3” utilize the two network adapters inserted.

1. If VisualField is installed in the control system, the properties of network adapters should
be set as follows:

1) Change the “Local Connection 2” to “Network A” that is to connect process control
network-A. Properties setting of “Network A” is as follows:

® |P address: 172.20.X.Y (X indicates the domain address; Y indicates the station address.
Both of them should be in the value range of operation node addresses.)

® Subnet mask: 255.255.0.0
® Other items such as DNS, WINS etc shall remain default.

2) Change the “Local Connection 3” to “Network B” that is to connect process control
network-B. Properties setting of “Network B” is as follows:

® [P address: 172.21.X.Y (X indicates the domain address; Y indicates the station address.
Both of them should be in the value range of operation node addresses.)

® Subnet mask: 255.255.0.0
® Other items such as DNS, WINS etc shall remain default.

3) Change the “Local Connection” to “Information Network” that is to connect information
network, Properties setting of “Information Network” is as follows:

® [P address: 172.30. X.Y (X indicates the domain address; Y indicates the station address.
Both of them should be in the value range of operation node addresses.)

® Subnet mask: 255.255.0.0
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® Other items such as DNS, WINS and etc shall remain default.

2. If AdvanTrol-Pro is installed in the control system, the properties of network adapter
should be set as follows:

1) Change the “Local Connection 2” to “Network A”, that is to connect process control
network- A, Properties setting of “Network A” is as follows:

® |P address: 128.128.1.X (X is should be in the value range of operation node addresses.)
® Subnet mask: 255.255.255.0
® Other items such as DNS, WINS etc shall remain default.

2) Change the “Local Connection 3” to “Network B”, that is to connect process control
network-B, Properties setting of “Network B” is as follows :

® |P address: 128.128.2. X ((X should be in the value range of operation node addresses.)
® Subnet mask: 255.255.255.0
® Other items such as DNS, WINS and etc shall remain default.

3) Change the “Local Connection” to “Operation Network”, that is to connect with operation
network, Properties setting of “Operation Network” is as follows:

® |P address: 128.128.5. X (X should be in the value range of operation node addresses.)
® Subnet mask: 255.255.255.0

® Other items such as DNS, WINS etc shall remain default.

Check whether the network adapter functions well or not after setting.

ﬂ Attention:

Please refer to the related User Manual for Network Properties Settings.

5.10.2 Advanced Sharing Settings

After finishing network hardware connection, network connection should be set by following steps.

1. Select [Control Panel/Network and Internet/Network and Sharing Center], then click
“Change advanced sharing settings”, pop up “Advanced sharing settings” interface. Turn
on “File and printer sharing”, “Public folder sharing” and “Password Protected Sharing”,
as shown in Figure 5-55. Other settings are in default.
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File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this cormputer can
be accessed by people on the network.

(®) Turn on file and printer sharing
(") Turn off file and printer sharing

All Metworks

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public felders.

{® Turn on sharing so anyone with network access can read and write files in the Public folders

(") Turn off Public folder sharing (pecple logged on to this computer can still access these
folders)

Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer. This computer can also find media on the network.

Choose media streaming options...
Password protected sharing

When password protected sharing is on, only people who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders. To give
other people access, you must turn off password protected sharing.

urn on password protected sharin
p p 9
urn off password protected sharin
P P 4d

Figure 5-55 Advanced sharing settings

Select [Start\Control Panel\ Appearance and Personalization\ File Explorer Option],

deselect “Use Sharing Wizard (Recommended)” in pop-up interface, as shown in Figure
5-56.
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File Explarer Options >

Gerneral View  Search

Falder vigws

Y'ou can apply thiz view [zuch ag Detailz or lcong) to
all folders of this tepe.

Apply to Folders | Bezet Folders |

Advanced zethings:

Show statuz bar ~
Show sync provider natifications
[ Uze check boxes to zelect iems
W} i s= Sharing 'izard [Fecommended)
When typing inta list view
() Avtomatically type into the Search Box
(® Select the tped item in the view
M avigation pane
[ 1 Always show availability status
[ ] Expand to open folder
[ 1 Show all folders
[ 1 Show libraries W

Restore Defaults

()4 Cancel Apply

Figure 5-56 Folder options setting interface
5.10.3 Network Power Management Configuration

1. Select [Control Panel/Network and Internet/Network and Sharing Center], then click
“Change adapter settings”, the network connection settings interface pops up.
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&/ Metwork Connections = O >
A B < Me,. s Metw, v | B P
Organize * - M @
L". Ethernet L". Ethernet 2
= Unidentified network = Unidentified network
e Intel(R) Ethernet Server Adapter 2., = Intel(R) Ethernet Connection (50 1.,

L". Ethernet 3
S avds-testcorn

3 items ==

Figure 5-57 Network connections setting interface

2. Right-click an adapter and select "Properties" in the right-click menu to pop up the
properties interface, as shown below.

U EthernetD Properties ot

Metworking

Connect using:

I? Intel({R) 825741 Gigabit Metwork Connection

This connection uses the following tems:

aClient for Microsoft Networks
#H File and Printer Sharing for Microsoft Networks

Figure 5-58 Properties of network connections

3. Click "Configure" button in the Networking tab to pop up the properties interface of
network adapter. Then, select the "Power Management" tab and unselect the item "Allow
the computer to turn off this device to save power".
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ey

4.
5.

Intel(R) 22574L Gigabit Metwork Connection Properties X

Gereral Advanced Driver  Details  Events  Power Management

L:]?.] Intel[R] 825741 Gigabit Metwork, Connection

[ ] &llows the computer to turn off thiz device to zave power
Allow thiz device b wake the compker

Only allove a magic packet to wake the computer

Figure 5-59 Properties of network adapter

Tips:

By following steps, you can also open the setting interface of network adapter properties:
(The interfaces opened in the two ways may not be exactly the same, please refer to the
actual interface.)

1. Right-click on the "Computer" icon on the desktop and select "Manage" in the
right-click menu.

2. In the "Computer Management" window, select "Device Manager" from the left
tree-list under "Computer Management/System Tools".

3. Select a network adapter from the list of hardware devices on the right-hand side, and
select "Properties" in the right-click menu.

Save the changes of settings.

Repeat the steps above to change the corresponding properties of each network
adapter.

5.10.4 Disable IPv6

1.

Select [Control Panel\Network and Internet\Network and Sharing Center\Change adapter
settings] to open the setting interface of network connection, as shown in Figure 5-57.

Right click a adapter and select "Property" in the right-click menu to open the property
interface of network connection, as shown in Figure 5-60, unselect the item "Internet
Protocol Version 6 (TCP/IPv6)".
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U Ethernet0 Properties >

Metworking

Connect using:

I? Intel({R) 825741 Gigabit Metwork Connection

This connection uses the following items:

&3 Client for Microsoft Networks A
]:_P File and Printer Sharing for Microsoft Networks

3005 Packet Scheduler

4 Intemet Protocol Version 4 (TCP/IPv4)

2 Microsoft Network Adapter Multiplexor Protocal

& Microsoft LLDP Protocol Driver

O R [ntemet Protocol Version 6 (TCP/1PvE)

ROREKERE

[

>

Install... LIningtall Properties

Description

TCP/IP version &. The latest version of the intemet protocaol
that provides communication across diverse interconnected
networks.

QK Cancel

Figure 5-60 Network connection properties

3. Click OK to save the setting.

4. Repeat the steps above to change the property of each adapter.

5.11 Startup and Recovery Settings

In order to save full information about abnormal situation immediately when the Windows
operating system appears blue screen in the application process, write debugging information
mode of Startup and Recovery setting should be selected as “Kernel memory dump” in the
settings of System Properties. The detailed operating steps are shown below:

1. Open “Run” interface by shortcut key “Windows + R”, then type command
“systempropertiesadvanced.exe” to pop up “User Properties” dialog box and switch to
the tab Advanced, as shown in Figure 5-61.
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Systern Properties >

Computer Mame  Hardware Advanced  Remate

“'ou mugt be logoed on az an Adminiztrator bo make most of these changes.

FPerfarmance

Wizual effects, processaor scheduling, memmary uzage, and wirtual rmermany

Settings...

Uszer Prafiles

Dezklop zettings related to your sign-in

Settings...

Startup and Recover

Syztem startup, spstem faillure, and debugging information
Settings. ..

E nvironment Y ariables. .

k. Cancel Apply

Figure 5-61 Advanced system property settings

Click the button “Settings” in “Startup and Recovery” window to pop up the interface as
shown in Figure 5-62, then select “Kernel memory dump” from the drop-down list of
“Write debugging information” window below “System failure”.
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Startup ane Recovery

System startup

Default aperating system:

Windaows Server e
[] Tirne ta display list of aperating systems: A0 = seconds
Time to display recavers aptions when needed: 30 * | secands

d =

System failure
Write an event to the system log
Automatically restart

Write debugging information

Kernel memory durmp -

Dump file:
eSystemRoot?e\ MEMORY . DIMP

Overwrite any existing file

[ Disable autamatic deletion of memary dumps when disk space is low

Ok Cancel

Figure 5-62 Setting interface of Startup and Recovery
After setting, click “OK”.
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Section 6 Checklist

After Windows Server 2022 has been installed completely, you can check each of the proprieties

settings according to the items in the following table.

Table 6-1 Check list

Setting items

Setting result

Notes

Driver programs

Main broad driver and integrated
components drivers

All of them has been installed

Drivers for other components

User accounts

Change password policy

Turn off the complexity
requirements of password

Enable Administrator account
settings

account never expires

The password of administrator

Set automatic logon

Display properties

Theme setting

Default theme Windows

Desktop icons

Computer, Network and
Recycle Bin

Screen saver setting

None

Screen resolution

19” monitor: 1280 X 1024
pixels(recommended)

20” monitor: 1600 X 1200
pixels(recommended)

22” widescreen monitor: 1920

24” widescreen monitor: 1920

X 1080 pixels(recommended)

X 1080 pixels
(recommended)
ClearType Text Tuner Turn off ClearType -
Aero Shake window minimizing
Turn off -
mouse gesture
StickyKeys and Keyboard Shortcut Turn off -

ToggleKeys

Taskbar and start
menu properties
setting

Taskbar appearance

Select: Lock the taskbar

Short time: HH:mm

Time Long time: HH:mm:ss
Time Settings Short data: M/d/yyyy -

Data Long data: dddd, MMMM d,

Yyyy
System and Power plan High performance
Security Turn off the display Never
Skip this item if
Put the computer to sleep Never there is no such

setting.

Power Options — Advanced
settings

High performance

Allow wake timers

Enable
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Setting items Setting result Notes
Windows Defender Firewall Turn off -
User Accounts Control Settings Never -
User Accounts Control: Run all
administrators in Admin Approval | Disabled -
Mode
Visual effects Adjust for best performance -

Set sizes of Initial size and
Virtual memor Maximum size both as )
y 3000MB (4000MB when the
RAM is larger than 2GB)
Turn on DEP for essential
Data Execution Prevention Windows programs and
services only
Auto-update Never check for updates -
Microsoft Defender Antivirus Turn off -
Turn off Autoplay Enabled -
Security Audit Policy Settings: .
Audit PNP Activity, Audit Process | C"aPle these subcategories
. . and set their audit events as -
Creation, Audit Process "Success” and "Failure”
Termination, Audit RPC Events
Windows Update -
Internet Connection Sharing -
Remote Desktop Services -

Service Windows Defender Firewall Disabled -
Windows time -
Touch Keyboard and Handwriting }
Panel Service
Flow Control Disabled -

Rename: Information Network Fit for VisualField
IP: 172.30.X.Y software packets
Local Connection Fit for

Network properties
setting

Rename: Operation Network
IP: 128.128.5.X

AdvanTrol-Pro
software packets

Local Connection 2

Rename: Network A

Rename: Network A Fit for VisualField
IP: 172.20.X.Y software packets
Fit for

AdvanTrol-Pro

Local Connection 3

Rename: Network B
IP: 128.128.2.X

IP: 128.128.1.X
software packets
Rename: Network B Fit for VisualField
IP: 172.21.X.Y software packets
Fit for

AdvanTrol-Pro
software packets

Turn on “File and printer

sharing”, “Public folder

Eetwo:tlf Advanced Sharing Settings sharing” and “Password -
roperues Protected Sharing”,

Settings - .

File Exolorer Option Unselect “Use Sharing Wizard

P P (Recommended)”
Unselect "Allow the computer

Network Adapt
Pr('ao\r’)vgrrty aprer Power Management to turn off this device to save -

power"
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Setting items Setting result Notes

Network Propert Unselect "Internet Protocol )
perty Version 6 (TCP/IPv6)"

Startup and

Recovery Write debugging information Select “Kernel memory dump -
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Section 7 Revision

Table 7-1 Retrofit list of the version

Document

Versi Applicable Product Version Remarks
ersion

V1.0 (20230619) Windows Server 2022 Standard (64-bit) | The first version
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